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Change Log

Change Log

Date Change Description

2016-05-12 Initial Release of 1.1
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Introduction

Introduction

This document provides the following information for FortiGate Connector for HP VAN SDN v1.1.

l Supported Models
l Supported Features
l Special Notices
l Product Integration and Support
l Known Issues
l Limitations

Supported Models

FortiGate Connector for HP VAN SDN v1.1 supports the following FortiGate models:

l All FortiGate physical appliances
l FortiGate-VM

Supported Features

The FortiGate Connector for HP VAN SDN v1.1 supports the following functions:

l Prevention action based on AntiVirus scan result
l Prevention action based on Intrusion Protection
l Prevention action based on application control
l Prevention action based on Web Filter Security Profile
l Remediation action based on AntiVirus scan result
l Remediation action based on Intrusion Protection
l Remediation action based on application control
l Remediation action based on Web Filter Security Profile

Special Notices

l User needs to preconfigure Syslog server settings on FortiGate.
l User needs to preconfigure security profiles for AV, IDS, Application Control and Web Filter and to enable traffic log

and select Security Events in each policy on FortiGate.
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Product Integration and Support

Product Integration and Support

Fortinet Products
This version of FortiGate Connector for HP VAN SDN is compatible with the following firmware:

l FortiOS 5.2
l FortiOS 5.4

HP VAN SDN Environment
This version of FortiGate Connector for HP VAN SDN is supported by the following HP VAN SDN and HP switch
environments:

l HPVAN SDN Controller Version: 2.6.8
l HPSwitch Version: X.16.01.0004
l HPSwitch Models supporting prevention action:

l All switches of OpenFlow capability.
l HPSwitch Models supporting remediation action:

l 2900 series
l 3800 series.

l Some models of HP switches have limitation of remediation action. Please see the Limitation section below.
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Known Issues

Known Issues

The following issues have been identified in version 1.1. For inquires about a particular bug or to report a bug,
please contact Customer Service & Support.

Bug ID Description

0370180 HP 5900 series switch's host discovery function behaves as unexpected at some condition
(This issue is tracked by HP.)

Limitations

l Only one user login can be configured in FortiGate Connector for HP VAN SDN.
l This version of FortiGate Connector for HP VAN SDN supports only one SDN domain.
l On some HP switches, such as 5400 and 3500YL, OpenFlow instances with multiple VLANS are not supported.
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Limitations
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